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What is the first thing you should check when devices connected to the
switch intermittently lose connection?
A) Network cable integrity B) Switch firmware version
C) Device IP addresses D) Router configuration

Ans: A) Network cable integrity

What could be the issue if devices intermittently lose connection despite
the switch being functional and the cables being intact?

B) DHCP server failure

D) ARP cache corruption

A) Network congestion

C) Power over Ethernet (PoE) issues
Ans: C) Power over Ethernet (PoE) issues
If multiple devices on the same switch are intermittently losing
connectivity, which of the following is the most likely cause?
A) Faulty network interface cards (NICs)

B) Spanning Tree Protocol (STP) issues

C) Incorrect DNS settings

D) Misconfigured firewall settings

Ans: B) Spanning Tree Protocol (STP) issues

4. What should you check if the switch is showing signs of functionality
but devices intermittently lose connection?

B) Switch's cooling system

D) Switch's SNMP configuration

A) Switch's port status
C) Switch's routing table
Ans: A) Switch's port status

5. What is the best way to determine if a switch port is causing intermittent

connectivity issues?
A) Reboot the switch
B) Swap cables and test devices on different ports
C) Change the IP address of the device
D) Reset the switch to factory defaults
Ans: B) Swap cables and test devices on different ports
6. Which of the following could cause intermittent network connectivity
when using a switch with a high traffic load?
A) Oversized MTU settings
B) Incorrect DNS configuration
C) CPU or memory overload on the switch
D) DHCP lease renewal
Ans: C) CPU or memory overload on the switch
7. What is the first thing you should check when a switch port is not
working and devices connected to it cannot access the network?
A) Check the switch's firmware version
B) Check if the port is physically connected to the network
C) Verify the device IP address settings
D) Reset the switch to factory defaults
Ans: B) Check if the port is physically connected to the network



8.

10.

If the switch port's LED indicator is off or orange instead of green, what
does it usually indicate?

A) The port is powered off or in an error state

B) The device connected to the port is turned off

C) The port is configured as an access port

D) The port is in full-duplex mode

Ans: A) The port is powered off or in an error state

What could be the cause of a switch port being "flapping” (going up and
down intermittently)?

A) Cable issues B) DHCP lease expiration
C) Firmware corruption D) Faulty switch hardware
Ans: A) Cable issues

If a device is connected to a switch port, but there is no connectivity,
and other devices are working fine, what should you check next?

A) The connected device's MAC address table

B) The device's network adapter settings

C) The switch's CPU usage

D) The device's web browser settings

Ans: B) The device's network adapter settings



